
JOURNAL OF SPACECRAFT AND ROCKETS

Vol. 39, No. 4, July–August 2002

New Methodology for Simulation
of Soft Errors in Digital Processors

Sana Rezgui¤ and Raoul Velazco†

Centre National de la Recherche Scienti�que, 38031 Grenoble, France
Santiago Rodŕõ guez‡
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Development and implementation are presented of a new fault injection technique for error rate prediction
of processor-based digital architectures operating under radiation. Bit � ips are injected in potentially sensitive
memory locations concurrently with the execution of a program. The error rate derived from those fault injection
experiments and the underlying cross section of the studied processor will allow the cross section estimation of
this circuit running a given program. A comparative analysis of experimental results issued from both soft error
injection and ground testing under radiation performed on a board built around a microprocessor demonstrates
the ef� ciency of this new technique to predict the error rate of an application.

Introduction

W ITH the reduction of transistor features, radiation effects
on complex integrated processors become a major concern.

Among these effects, bit � ips resulting from ionization caused by
charged particles hitting the circuit are considered critical because
of their random occurrence. In particular, digital circuits operating
in space are subject to different kinds of radiation, whose effects
can be either permanent or transient.1 The former are the result
of trapped charges at the silicon/oxide interfaces. The latter may
be caused by the impact of a single particle [single-event effects
(SEE)] on sensitivecircuit nodes. Depending on the impact dynam-
ics, two kindsofSEEs aredistinguishedandconsideredin thispaper:
single-eventupsets (SEUs) and single-eventlatchups (SELs). SEUs
are responsible for transient changes in bits of information stored
within an integrated circuit. These errors, that is, the consequences
of SEUs, will be called upsets or bit � ips in the rest of the pa-
per. SELs result from the triggering of parasitic silicon controlled
recti� ers (SCRs) (present in complementary metal-oxide semicon-
ductor technologies) producing short circuits between the voltage
drain drain (VDD) and the ground and may destroy the circuit if
not powered off in time. On the other hand, the consequences of
upsets depend on the nature of the perturbed information, ranging
from erroneous results to system crashes.

The increasing demand of high dependability and reliability of
safety-criticalsystems (spacecraft,satellites, etc.) requiresdevelop-
ment of methods suitable for the quali� cation of microprocessor-
based boards, to predict error rate of � ight software in the � nal envi-
ronment. Methods usually adopted to perform SEU ground testing
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of processorsdiffer in the way the circuit is exercisedwhile exposed
to the particle beam. The so-called register testing corresponds to
a static strategy, in which the whole observable SEU-sensitive area
(internal registers and memory) is continuouslyobserved.An alter-
native approach,sometimes called dynamic testing, is to run simple
programs on the processor and to observe only the program results,
to activate the sensitive areas in a way that is closer to the � nal
application.

The results of these two tests can be reported as the register-bit
cross section,which is the underlyingSEU cross section and the ap-
plication error rate. Traditionally, the underlyingSEU cross section
in a processoris assumed to be a directmeasureof the rate of observ-
able errors induced by SEUs in a system. This assumption supposes
that every SEU arising in a processor’s memory cell induces errors
in the program results. This interpretationis, in fact, the worst-case
situation. Indeed, SEUs will induce observable errors only if they
occur in a target during its sensitivityperiod, called the duty cycle.2

The error rate of a particular application running on a microproces-
sor depends on these duty cycles. A practical cost-effectivemethod
to determine the observable SEU-induced error rate for different
softwares has been developed and published.3 The error rate ¿SEU

of an application is de� ned as the weighted sum of the individual
registers cross section,¾i , where the weighted factor fi of a register
is its associated duty cycle. That is,

¿A D
nX

i D 1

¾i fi (1)

where n is the total number of registers in the microprocessor.
Ground-test data4 (issued from particle accelerator facilities)

proved that the observable SEU-induced error rate is in fact some
fraction of the underlying SEU cross section and depends on the
executed software. In Refs. 3–5, a benchmark of simple programs
[matrix multiplication, fast Fourier transform (FFT), sorting algo-
rithm, etc.] was used to characterize the SEU vulnerability of the
Harris H80C85 and the Motorola68020microprocessors.In spite of
the simplicity of the tested programs, obtained results have shown
signi� cant differences in the observable SEU-induced error rates,
which puts in evidence the dependence of the application cross
section on the studied program.

This dependence on executed software calls for accurate studies
of the behavior of microprocessor-based boards under radiation.
Such a study should involve the investigationof the operationof the
microprocessor in the presence of faults. Considering that the mean
time between faults in radiation environments is long and ground
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tests are expensive, several techniques of fault injection, presented
in Refs. 6–9, have been investigated to evaluate the error rate of
different applications.

The state of the art shows the existence of few techniques for
upset fault injection, using software or hardware tools. In fact, it
has been demonstrated in Ref. 6 that a low cost, readily available,
commercial off-the-shelf (COTS) microprocessorsimulator can be
adapted to inject bit � ips in sensitive areas of a studied processor.
This technique has been applied to the 80C51 microcontroller run-
ning two different applicationsby means of a simulator (developed
mainly for software debugging purposes). The dif� culties for both
the automationand the generalizationof this tool put in evidencethe
limitations of this technique. In fact, the inability to automate the
simulation procedure limits considerably the speed per simulation
cycle. Moreover, it was necessary to understand the detailed design
of both the tested software and the microprocessorsystem to be able
to use the simulation model ef� ciently.

Another method, Xception, made possible the injection of
upsets.7 This method is based on the generationof hardware excep-
tions randomly, in time and location, in the target processor. This
software/hardware techniqueallows the injectionof faultswith min-
imum interferencewith the target application,which is not modi� ed
and is running at full speed. The main advantages of this technique
are the possibility to inject faults during the execution cycle of one
instruction, the low cost, and the low intrusiveness. In fact, im-
plementing this technique supposes that the studied processor is
equipped with special exception handlers to perform transient fault
injection, which constitutes a limitation in migrating the method to
othersprocessors.To our knowledge,this techniquehas been imple-
mented only on the PowerPC 601 microprocessor. A quite similar
approachfor transient error injectionbased on interruptionswas re-
cently mentionedwithin a list of suitable fault injectionmethods for
the validationof safety-criticalapplications.8 To our knowledge,no
results of its application to actual circuits have been published as
yet.

This paper presents a new strategy to characterizeand to quantify
the effects of upsets on the operation of microprocessor-baseddigi-
tal architectures.This techniquewas developedat the Techniquesof
Informatics and Microelectronicsfor Computer ArchitectureLabo-
ratory (TIMA), for upset fault injection concurrently with the pro-
gramexecutionon the testedprocessor.This fault injectionapproach
makes possible the quanti� cation of the rate of effective upsets for
the tested programs and, thus, the estimation of realistic � gures for
the expected error rate in � ight. Such experiments could lead to a
sound methodology for the � nal application error rate estimation,
based on both limited radiation testing (to evaluate the SEU cross
section per register type) and fault injection experiments to eval-
uate statistically the fraction of upsets with consequences for the
program execution.

In a previouswork, we described the implementationof this tech-
niqueand its validationfor two differentdigitalarchitectures,9 based
on the 80C51 microcontrollerfrom Intel and the TMS320C50 Digi-
tal Signal Processor from Texas Instruments,respectively.Obtained
results proved that the method leads, for the studied processors,
to error rate predictions in very good agreement with error rates
issued from radiation ground testing.The presentwork presents ex-
perimental data derived from upset fault injection in the accessible
sensitiveareasof the Thomson TS6833216Amicroprocessor.These
results were obtained for a digital architecturebuilt around this pro-
cessor, using for ground-testing purposes both simple benchmark
programs and � ight software developed for a satellite project. In
fact, this microprocessor is included in an instrument of CESAR, a
satellite project from National Institute for Aerospace Techniques
(INTA) of Spain. The comparison of the obtained SEU error rates
to those derived from the commonly used strategy would allow ob-
jective conclusions to be made about the resulting deviations in
measured error rates.

Main features of the operating modes of a dedicated testbed used
to implement the proposed fault injection approach are detailed in
this paper. Results derived from fault injection experiments carried
out concurrently with the execution of the studied programs and
ground-testing experiments are discussed. From those results, the

Fig. 1 Soft error injection by means of interruptions.

sensitivityof an instrumentbasedon thisprocessorrunningthe � ight
software is predicted.

Fault Injection Methodology
The approachrelies on injectionof bit � ips, randomly in time and

location, concurrently with the execution of a program. This fault
injection method can be achieved with minimal “intrusiveness” by
software/hardware means, using the interrupt mechanism. In fact,
implementing this method supposes that the tested application is a
processor-based digital board, organized around a device capable
of executing instruction sequencesand able to handle asynchronous
signals (interruptions). The key idea is the generation and storage
at an appropriate memory address, of a piece of code called code
emulatingan upset (CEU), the executionof which will provokecon-
tent inversion of the selected bit (CEU target). If the processor is
properly con� gured, the CEU-code execution can be triggered by
the assertion of an interruptlike signal, as shown in Fig. 1. The in-
terrupt activation time and the CEU target can be pseudorandomly
chosen by an ad hoc external mechanism. In this way, bit � ips may
be injected in all of the processor’s accessibleCEU targets [internal
registers and static random access memory (SRAM) memory area]
as well as in the external SRAM where program data and code are
stored. Note that the CEU code may include instruction sequences
to read, modify, and overwrite values stored in the stack. Hence,
it is possible to inject CEUs on critical control registers (program
counter, stack pointer, status registers, etc.), which are often not
directly accessible by the instruction set.

The main advantages of this fault injection strategy are the re-
duced intrusivenessin the system, the low costs, the possibilitiesof
automation, and the � exibility. Nevertheless, two limitations of the
CEU injection approach must be mentioned: 1) Because interrup-
tions are always taken into account at predetermined � xed instants,
the effects of SEUs occurring during instruction execution can not
be simulated. 2) Not all possible sensitive targets can be reached. In
spite of these limitations,we assume that the performanceofmodern
processors and their huge internal memory space make the accessi-
ble area representa signi� cant proportionof the total sensitivearea,
giving some signi� cance to the results of the proposed approach.

The implementation of the proposed fault injection approach re-
quires extra hardware to load the memory with data corresponding
to the desired CEU code, to trigger the interrupt signal and to com-
pare the programexecutiontime andoutputs to expectedvalues.The
architecture of a dedicated test system, called the testbed for harsh
environment studies on integrated circuits (THESIC), developedat
TIMA for SEU ground-testing purposes,10 offered a suitable plat-
form for the CEU injection. Indeed, THESIC is organized in two
boards: a motherboard for both the control of test operation under
radiation and user-interface purposes and a daughterboard for the
adaptation of the device under test (DUT) to the motherboard bus
protocol (Fig. 2). The communication between the two boards is
achieved in an asynchronousway througha common memory area,
called the memory mapped interface (MMI). During a test, the DUT
indicateswhen the MMI areahasdata to be transferredby sendingan
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Fig. 2 THESIC experimental setup.

interrupt to the motherboard. When this happens, the motherboard
interrupts the DUT board to read the results and, thus, to detect
eventual errors. Cases where we do not get any answer from the
processor are classi� ed as sequence loss errors. To cope with those
errors, a programmablesoftware watchdog was implemented in the
motherboard.

The THESIC motherboardwas enhanced with pseudorandomin-
terrupt generation capabilitiesand a new operation mode providing
differentoptionsforCEU injection.With theseoptions,the selection
of the two parametersof simulatedupsets, the bit location to be cor-
ruptedand the instantof fault occurrence,can be choseneitherpseu-
dorandomly or deterministically.This � exibility appears to be very
useful for the investigation of the effects of upsets in complex ap-
plications. For instance, repeated experiments with pseudorandom
choice for both the CEU target and the occurrence instant, allows
objectivestatisticson the fractionof upsets that have no effects for a
given program. Moreover, the deterministic choice of the CEU pa-
rameters (occurrenceinstantand bit location) may provide informa-
tionon the most sequencelossupsetswhen runninga givenprogram.

The CEU injection technique allows us to perform exhaustivebit
� ip injection experiments in a particular register or in an internal
memory positionduring the studiedprogramexecution.This allows
us to simulate the effect of an upset in a particular targetduring each
instruction of the program. If the considered target is used (read), it
may induce errors in the program’s output. Because the duty cycle
of a register is de� ned as the period during which the register is
holding useful data expressed as a percentage of the total program
execution time, the error rate of each register can be determined by
the CEU injection method.

Case Study
CESAR Project

The CESAR project is an Earth observation satellite mission de-
veloped in cooperationbetween two space agencies, INTA of Spain
and the National Commission of Space Activities of Argentina.The
project,(2002/2003), consistsof thedesign,construction,launching,
and operation of a small satellite, weighting approximately400 kg,
with the update of the existingground segment capabilitiesin Spain
and Argentina to receive and process the CESAR-generated data.
The satellite’s primary objectives will be cartography, topography,
thematic studies,and geophysics,with a satellite payloadcomposed
of different cameras (Fig. 3):

1) The panchromaticcamera [infrared interferometer spectrome-
ter (IRIS)] is used in the visible range of the spectrum. This camera
will be used for cartography and topography.

2) The multispectralcamera has six bands in the visible and near
infrared range of the spectrum. This camera will be used for natural
resources applications.

3) The spectrometer (MEGA) is to measure the concentra-
tion of the atmospheric gases involved in the ozone destruction
process.

Fig. 3 CESAR satellite current � ight con� guration.

Fig. 4 Architecture of the MEGA instrument.

4) The high-sensitivity panchromatic camera is for the visible
rangeof the spectrum,but has very high sensitivity.This camera will
be used to take images of clouds and polar vortex in the nighttime.

INTA is responsible for the design and development of two in-
strumentsof CESAR’s payload:IRIS and MEGA. Both instruments
bene� t from the use of state-of-the-artarchitectures and COTS de-
vices to allow optimum performance. The CESAR program has
speci� ed that, for the level of quali� cation, the electronic compo-
nentsmust complywith the MIL-STD-883 B standardand that those
complex devices for which there is no SEE information should be
tested in a radiation environment. The studied � ight software in
this paper concerns only the control of the spectrometer. To per-
form this task, a military version of the TS6833216A microproces-
sor and an A/D converter have been selected: The TS6833216A
(THOMSOM-CSF) is a 32-bit, 16-MHz microprocessor that will
serve as control CPU in the MEGA spectrometer. The AD 677
(Analog Devices) is an A/D converter with a 16-bit resolution and
100,000 samples per second with serial interface. This converter is
used for reading a linear image sensor (1024 pixels) in the MEGA
spectrometer.

Details about the control software are presented in the next
section.

Tested Architecture
The TS6833216Amicroprocessorperformscontrolmaintenance,

calibration, and test functions of the MEGA instrument as well as
downloadingdata to the satellite storageunit via the MIL-1553 data
bus. The microprocessoralso controls the exposure time of an array
sensor of 1024 photodiodes and reads it by means of the AD677
converter connected to a synchronous channel, the queued serial
port interface (QSPI), in the TS6833216A, as shown in the Fig. 4.
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Fig. 5 Block diagram of TS6833216A daughterboard.

A new THESIC daughterboard was designed and developed for
the TS6833216A microprocessor for both ground-testing and fault
injection purposes.

Experimental Setup
A daughterboard for THESIC testbed is composed mainly of

the DUT, glue logic, the MMI for the communications with the
motherboard,externalSRAM memory, an electricallyerasablepro-
grammable read only memory (EEPROM) for program storage and
clock system. Glue logic adapts the signals of the DUT to the bus
of the motherboard. The TS6833216A board also includes an A/D
converter (AD677), needed for the adaptation of programs devel-
oped for the CESAR instrument. During ground tests, appropriate
signal stimuli will exercise the A/D converter, simulating in some
way the measurements performed in � ight. Figure 5 shows a block
diagram of the TS6833216A daughterboard.

Fault injection experiments have been performed on the
TS6833216Adaughterboardfor two benchmarkprograms(FFT and
a matrix multiplication) and the MEGA � ight software. These ex-
periments aimed at quantifying the rate of effective upsets for the
testedprograms, to derive realistic� gures for the expectederror rate
in the � nal environments.

Experimental Results: CEU Injection
Targets of CEU Injection

Internal memory and registers are considered sensitive areas for
the TS6833216A. The registers of this microprocessor are used to
control � ve modules: 1) the system integration module for the sys-
tem control (watchdog, protection, etc.); 2) the CPU for the code
(CPU32); 3) the time processorunit (TPU), which is a dedicatedmi-
croengine operating independently of CPU32; 4) the queued serial
module,which containsa serial communicationinterface(SCI), and
a queued serial peripheral interface; and 5) the control registers for
the TPU microcodeemulationRAM (TPURAM CTL). Reserved in-
ternal memory areas represent 320 B. Notice that reserved zones in
thismicroprocessor(whose content is unknownto theuser) and con-
trol parts of this processor may cause errors during radiation tests.
Those zones, where bit � ips can not be injected, could make some
difference in the resulting error rate compared to the one obtained
by radiation ground tests.

Effects of CEU injection differ according to the occupation of
sensitiveareas (registers, internalmemory, etc.) while executing the
consideredprogram,on the targetprocessor.Table1 summarizes the
percentages of occupied sensitive areas, for both internal memory
and registers, for each of the two considered benchmark programs,
as well as for the � ight software running on this microprocessor.

Notice that data needed for the operation of the FFT and the
MEGA software are stored in the external memory. When it is con-
sidered that these zones were not exposed to heavy ion beams in our
experiment, they will not contribute in the calculation of the error
rate of a studied program running on this DUT.

Table 1 TS6833216A sensitive area occupation
for each tested program

Area Matrix FFT MEGA

Internal memory (2048 B), % 29.3 0 0
Registers (398 B), % 16 21 40
Global sensitive area, % 27.1 3.4 6.5

Table 2 Results of CEU fault injection experiments
for the TS6833216A

Group Matrix FFT MEGA

Tolerated errors, % 86:48 § 0:92 97:8 § 0:98 99:3 § 0:99
Result errors, % 12:6 § 0:35 0:1 § 0:03 0
Sequence loss, % 0:86 § 0:09 2:1 § 0:14 0:7 § 0:08
Error rate ¿CEU , % 13:52 § 0:36 2:2 § 0:15 0:7 § 0:08

Results of CEU Injection
For each program, 40,000 pseudorandombit � ips were injected.

Obtained results are classi� ed in three groups: tolerated errors, re-
sult errors, and sequence loss errors. Tolerated errors correspond
to those bit � ips injected on memory elements, which do not cause
any effectsat the outputs of the program. Result errors include cases
where the obtained results and the expected ones differ in at least
a single bit. Finally, cases where, after fault injection, we do not
get any answer from the processor are classi� ed in the loss of se-
quence group. The consequences of CEUs belonging to this last
malfunction type are unrecoverable, needing a hardware reset to
restart program execution. The error rate ¿CEU predicted for each
program, is calculated according to

¿CEU D number of errors

number of CEUs injected
(2)

Table 2 summarizes obtained results of the CEU injection sessions
for the microprocessorTS6833216A.

For the FFT and the MEGA applications, the number of the in-
jected bit � ips causing program outputs deviations was negligible.
However, for the matrix multiplication application,where all of the
matrix operands and results are stored inside the microprocessor
internal memory, a signi� cant percentage of the injected CEU pro-
voked errors in the program outputs.These results can be explained
by that both the FFT and MEGA programs, in contrast to the matrix
multiplicationprogram, do not use the internalmemory for the stor-
age of variables or constants. Globally, the low sensitivity of FFT
and MEGA programs is certainly a direct consequenceof both that
the number of registers used is small and that no internal memory
area is occupied.

Finally, only a few percentage of the injected CEUs in the ma-
trix multiplication program caused sequence loss errors. This may
be because this program is using few control registers. Concerning
the detected error types, the sequence loss errors were signi� cantly
more frequent for the FFT and MEGA programs than for the ma-
trix multiplication program. The large number of registers used to
store criticalparametersduring the calculationloop can explain this
behavior. Indeed, bit � ips in these targets will lead to microproces-
sor crashes exceeding the time limit set by the software watchdog
implemented in the motherboard.

Calculation of Duty Cycles
One of the advantagesof the CEU injection method is the possi-

bility to performexhaustiveexperimentsin particularregisters,or in
criticaldata storedin internalmemory,or evenin code area.The case
of the programcounterwas particularlyinvestigatedwhenexecuting
the matrix multiplicationprogramand showed that 14:7 § 0:38% of
the injected CEU are tolerated, 37:7 § 0:61% caused errors in the
matrix result, and 47:7 § 0:69% provoked system crashes. Hence,
the sensitivity of this register is not equal to 100% as generally
assumed. We have performed exhaustive CEU injection on the
operands of one of the operand matrixes to determine the duty cy-
cles corresponding to this area of the internal memory. Obtained
results show that the duty cycle for each position of the internal
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memory reserved for the terms of one of the operand matrixes is
approximately 11 § 0:33%.

Experimental Results: Radiation Testing
Radiation testing campaigns, in which the TS6833216A proces-

sor was exposed to beams of several heavy-ion species, were per-
formed at the end of October 2000 at the Tandem Van de Graaff par-
ticle accelerator (Institute of Nuclear Physics, Orsay, France) and
at the end of November 2000 at the cyclotron of Louvain-la-Neuve
in Belgium. The latter is a multiparticle, variable energy cyclotron
capableof acceleratingprotons (up to 85 MeV), alphaparticles, and
heavy ions. The main characteristicsof the heavy ions, to which the
studiedprocessorwas exposed, are given in the Table 3, where Q is
the ion charge state and M is the mass in atomic mass units. Further
details about this facility are provided in Ref. 11.

These ground-test experiments allowed us to measure the SEE
cross sectionsof the TS6833216A (military version) by executing a
memorylike test pattern (static strategy) while exposing the circuit
to the heavy ion beams. The obtained SEE cross sections for the
studied processor are shown in Fig. 6.

The main contribution of this work is the prediction of the cross
section of the studied processor exclusively from the underlying
cross section and fault injection experimental results, thus, without
running the evaluated program under beam exposure. Obviously,
radiation experiments exposing the tested circuit to ion beams are
needed to determine the underlying cross section [Eq. (3)], but the
hardware and software developments needed to perform such ex-
periments are signi� cantly simpler than the ones corresponding to
run the � nal applications:

¾SEU D number of errors
number of particles

(3)

We have run the three mentioned programs while exposing the
TS6833216A to the neon heavy ions. Table 4 summarizes the mea-
sured error rates for each program.

Except for the matrix multiplication program, these cross sec-
tions are negligible and show that, if an application running on

Table 3 Different beams used for the TS6833216A

DUT energy, Range, Linear energy transfer,
Heavy ion MeV ¹m Si MeV ¢ mg ¢ cm2

Bra 192 26 40.7
40Ar8Cb

150 42 14.1
20Ne4Cb

78 45 5.85
15N3Cb

62 64 2.97
10B2Cb

41 80 1.7

aTandem Van de Graff, Orsay, France.
bCyclotron, Louvain-la-Neuve, Belgium; M=Q D 5.

Table 4 Predicted and measured error rates for the TS6833216A under neon ions

Matrix FFT MEGA

Cross section Measured Predicted Measured Predicted Measured Predicted

Result errors (3.9 § 1.2) (3.84§ 1.2) <10¡6 (3.05§ 0.9) <10¡6 <10¡6

£10¡5 £10¡5 £10¡7

Sequence loss (0.8 § 0.6) (0.26§ 0.14) (8 § 5.6) (6.4 § 1.96) (2 § 2.8) (2.1 § 4.4)
£10¡5 £10¡5 £10¡6 £10¡6 £10¡6 £10¡6

Application (4.7 § 1.3) (4.1 § 1.3) (8 § 5.6) (6.35§ 2.25) (2 § 2.8) (2.1 § 4.4)
£10¡5 £10¡5 £10¡6 £10¡6 £10¡6 £10¡6

Table 5 Measured and predicted error rates for the TS6833216A running matrix
multiplication (10 £ £ 10)

LET, Measured application Predicted application
Heavy ion MeV ¢ mg ¢ cm2 cross section cross section

Neon (Ne) 5.85 (4.7 § 1.3)£ 10¡5 (4.1 § 1.3) £ 10¡5

Argon (Ar) 14.1 (1.60§ 0.25)£ 10¡4 (1.06§ 1.3) £ 10¡4

Bromine (Br) 40.7 (1.42§ 0.23)£ 10¡4 (1 § 1.6) £ 10¡4

the TS6833216A does not use the internal memory, SEUs will
be practically without effect. Moreover, except its apparent sen-
sitivity to latchups, this processor is intrinsically robust when run-
ning the MEGA � ight software and can, therefore, operate under
heavy ions in the � nal environment without any risk of damage by
SEUs. Note that part of these results also have been presented in
Ref. 12.

We have run the matrix multiplication program under different
heavy-ions beams. Obtained sensitivities for the matrix multiplica-
tion program are given in Table 5, the correspondingcross sections
are shown in Fig. 7.

The good agreement between the predicted and measured error
rates proves the ef� ciency of this new methodology to predict the
error rates. This calculation relies on the assumption that all of the
locations (registers and internal memory) of the consideredproces-
sor have the same sensitivity to SEUs. Otherwise, the calculation
of duty cycles and cross sections for each location used in the DUT
for the studied program is necessary.

Fig. 6 Sensitivities to SEE of the TS6833216A.

Fig. 7 Predicted and measured error rates of the TS6833216Arunning
a matrix multiplication (10 £ £ 10) program.
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Conclusions
In thispaper,we havepresenteda new methodologyforprediction

of error rates in digital architectures operating under radiation. A
� exible tool for bit � ip injection (CEU injection), which allowed
calculation of duty cycles, was developed concurrently with the
execution of a program and implemented on a dedicated tester. Its
application to a digital architecture built around the TS6833216A
microprocessor was used to study the behavior of this processor
in presence of bit � ips for various programs. The results of fault
injection sessions allowed us to forecast a low sensitivity of the
� ight software to bit � ips provoked by charged particles.

To determine the SEE sensitivitiesof the TS6833216Amicropro-
cessor and to estimate the error rate in-� ight for the benchmarkpro-
grams as well as for a real application, radiation testing campaigns
were performed,with two different particle accelerator facilities, in
which the microprocessor TS6833216A was exposed to different
beams of heavy ions. The good agreement between the predicted
and the measured error rates clearly puts in evidence the ef� ciency
of the proposed methodology.
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